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RECEIVE TRANSACTION 
REQUEST FROM REQUESTING 
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GENERATE ENCRYPED TRANSACTION NUMBER WITH USER'S 
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VERIFY AUTHENTICITY OF ENCRYPTED TRANSACTION NUMBER 
WITH USER'S PUBLIC KEY FROM CREDENTIALED THIRD PARTY 



GENERATE APPROVAL SIGNAL IF AUTHENTICITY IS VERIFIED 
FROM ENCRYPTED TRANSACTION NUMBER 



r 



1102 



1104 



1106 



1108 



1110 




END 




1112 



FIG. 11 



Attorney Dkt No. Wang P007 

Title: Methods of Exchanging Secure Messages 

Ynjiun P. Wang 

Sheet 15 of 16 



o 
O 

ru 
m 

CO 

r* 

m 



D 
if! 

fc = * 

y * 

f!f 



SERVER 



1205 



1201 



WIRELESS 
GATEWAY 




INTERNET 
SERVER 



1200 



PC 




WIRELESS 
TRANCEIVER 



1204 





SHARED 




SECRET 




TABLE 




1207 


PEAD 





SHARED 




SECRET 




TABLE 




1207 




PEAD 



1202 



FIG. 12A 



Attorney Dkt No. Wang P007 

Title: Methods of Exchanging Secure Messages 

Ynjiun P. Wang 

Sheet 16 of 16 



SENDER RETRIEVES PUBLIC KEY 
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USING RECEIVER'S PUBLIC KEY 
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